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Secure Messaging — Feature Overview

Secure Messaging is an easy to use online messaging system available through My HealtheVet.
It is for users who have a My HealtheVet Premium account and who have registered as a
Veteran/VA Patient. Secure Messaging is safe and secure, because the messages you send
and receive are all kept within My HealtheVet.

Secure Messaging improves the connection between you and your VA health care team and
other VA Staff. You can use it to ask about your VA appointments, medications, and your lab
results or to have routine questions answered. Similar to email, Secure Messaging allows you
to write a message, save drafts, review your sent messages and maintain a record of your
conversations. Since the lines of communication are open, it helps make your VA appointments
more productive because your VA health care team has more than just notes from your last
appointment.

You can set your preferences to notify you through your personal email when a Secure Message
is waiting in your My HealtheVet inbox. Use Secure Messaging to keep your VA health care
team informed. Secure Messaging is there when you need it - just as it should be. Start using
Secure Messaging today to discuss your health with your VA health care team.

Secure Messaging is not for emergency situations
Secure Messaging should only be used for
non-emergency and non-urgent matters

If you have already registered for a My HealtheVet account and need to check that you have
registered as a VA Patient, you can do the following:

» Sign in to My HealtheVet
» Select the PERSONAL INFORMATION tab (Figure 1)

» Select the My Profile sub-tab (Figure 1)

i Talk to the Veterans Crisis Line now >

o~
VA[ / /iy healthevet Q search | About | Contact

Home v [EENSTRINNUNTEUPNE pharmacy v GetCarew  TrackHealthw  ResearchHealth~  MHVCommunity~  Secure Messaging v

" # Log Out

Personal Information
LA
v o
» [ My Profile T

Download My Data

Change Password

@ Appointments = Messages @ Health Records
Inbox

In Case of Emergency

Refill v, Blue Button Medical Reports

View My VA Appointments

Track D Schedule a VA Appointment Compose Message Labs and Tests

Health Information Card

VA Facility Locator

Medica My Links Manage Folders Electronic Sharing Options

Resources

® Benefits W2 Veterans Health Library fifi Community

& Mental Health # Healthy Living [& HealtheLiving Assessment

Figure 1: My Profile Link

Back to Top
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» Under What is Your Relationship to VA, if you use the VA Health Care System,
make sure you select the VA Patient checkbox (Figure 2)

Whatis your (] A patient
Relationship to VA?*
Check all that apply* B veteran

D Health Care Provider

(] Veteran Advocate/Family Member/Friend

] VA Employee

] CHAMPVA Beneficiary
Service Member

(] Caregiver

(] other

Figure 2: What is Your Relationship to VA?

> Select the Save button at the bottom of the screen (Figure 3)

Figure 3: Save/Cancel Buttons

Getting Started with Secure Messaging

Step 1 - Sign in to Secure Messaging

1) Sign in to your My HealtheVet Premium account by selecting the Sign in button on the
upper right side of the screen. You must have already registered as a Premium user. If you do
not have a My HealtheVet account, please register by selecting the Register button and
completing the registration form (Figure 4). 2) Enter your My HealtheVet User ID and Password
on the Login page. Or, log in using a Sign-in Partner.

L= ial v ted Stat t Here's how 4. o ==y
& An official website of the United States government Here's how you know. ™ E:EE Talk to the Veterans Crisis Line now ¥

VAl %’fu?;\fg( Q Search | About | Contact

Home v Personal Information v Pharmacy v Get Care v Track Health v Research Health v MHV Community v

Sign in to Manage Your Health Care m

Figure 4: Sign-in/Register Buttons
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Step 2 - Access Secure Messaging

After signing in, there are three ways you can access Secure Messaging (Figure 5):

1) Select Messages or the Inbox link on the dashboard, or
2) Select the Secure Messaging tab at the top

NOTE: You can also select the Compose Message and Manage Folders links to directly enter those folders.

VAl ‘%ealth-r;v'et. Q Search | About | Contact

Home v Personal Information v Pharmacy v Get Care v Track Health v Research Health v MHV Community v Secure Messaging ~
_

. Welcome, Mark (Premium ) I Secuie Messaging IOut

& US. Army
Account last accessed: 07 Apr 2021 @ 1747 ET

Inbox

Compose Message

Manage Folders

+» Pharmacy & Appointments 4 Message @
Refill VA Prescriptions View My VA Appointments Inbox o Blue Button Medical Reports
.
Track Delivery Schedule a VA Appointment Compose Message \ Labs and Tests
Medications Lists VA Facility Locator Manage Folders Electronic Sharing Options
AY
Message Alert

Figure 5: Inbox Link/Message alert

Step 3 - Composing a Secure Message
Secure Messaging opens to your Inbox. From the Inbox, you can do several things:

1. Compose a new message:

a) You can create a new message by selecting the Compose a Message button on
the left side of the screen (Figure 6).

| Compose a Message

| Inbox (32)

Drafts [5]

Sent

Deleted [4]

Figure 6: Compose a Message Button

Back to Top
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b) Select the VA health care team and other VA staff you wish to

contact by selecting the drop-down arrow for To. Your

participating VA Health Care Team and other VA staff will appear

in the list. You can edit the list of groups listed in the To dropdown by selecting the
Edit List link next to the Select a group to send the message... dropdown arrow
(Figure 7).

Compose Message

Messages may be saved to your health record at your health care team's discretion.

* Indicates Required Information

From* MHVDAYMARK, MARK

To*  Select a group to send the message... v
Subject* { Select a group to send the message... bies
{ DIMITAR TRIAGE GROUP_UAT2929
{ GPK_ENSEMBLE_GROUP ng appointment

| JAZZ 1253528_MULTIPLE_TYPES OF ASSOCIATION_DAYT29 " 0!t medication

| JAZZ 711180 TG_APPOINTMENT_DAYT29
k JAZZ 939559 TG_CPRS ERROR IN PROD_LILETTA _DAYT29
Subjectline | Lisa-Anisha
Ro Test
Siri111
Message" | SMTG-Test Apri8
TestUATJune30
TG with &
UAT Test 11-09-18
UATReg_Marl9

=l

Figure 7: Selecting a Group

est or procedure

Attachments

Note: Check your preferences if the VA health care team you are expecting to see is
not listed.

c) Select radio button associated with the related subject title for Subject (Figure 8):

Note: If the General subject title is selected you are required to add a Subject Line.

From* MHVDAYMARK, MARK

To* | Select a group to send the message... v |EditList

Subject* © General: Ask questions about non-urgent, non-emergency issues
() COVID: Ask COVID related questions

) Appointment: Request an appointment or ask about an existing appointment

) Medication: Request to renew a medication or ask a question about medication
) Test: Ask a question about a test/lab result or about a future test or procedure

{_J) Education: Request health education information

Figure 8: Select a Subject Category

Back to Top

7



Secure Messaging User Guide

d) Add Subject Line (Figure 9).

e) Add any attachments (Figure 9).

f) Type your message (Figure 9).

g) When you have completed the message, select the Send button.
You also have the option to save the message as a draft (select the
Save as Draft button) or cancel the message (select the Cancel
button) (Figure 9).

From* MHVDAYMARK, MARK

To* | Select a group to send the message... wv |EditList

Subject* © General: Ask questions about non-urgent, non-emergency issues
( COVID: Ask COVID related questions
() Appointment: Request an appointment or ask about an existing appointment
( Medication: Request to renew a medication or ask a question about medication
( Test: Ask a question about a test/lab result or about a future test or procedure

( Education: Request health education information

Subject Line *

Attachments % Add Attachment Instructions to attach a file

Message®

Name
Title

m

Figure 9: Send/Save as Draft/Cancel buttons

Step 3 (a) - Include an Attachment with Your Message

A Secure Messaging Attachment is a file that you can include on a Secure Message to your VA
health care team. Your attachment should relate to your message.

This feature allows you to share the results of tests, procedures, or health care summaries that
you may have obtained from your non-VA providers with your VA health care team. It should
not be used to send non-health related information. To include an attachment with your
message:

2. Select the Add Attachment link (Figure 10) on a new Secure Message or on a

Secure Message that you are replying to. The File Attachment folder opens (Figure
11).

Back to Top
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Compose Message

Mazzages may be saved tooyour health recard 3t your health cars team's dearstion.

Subject* General: A
COVID: Azl
Appointment: R
Medication: Requast to rensw 3 rmedi
Test Ask a question about a test!
Education: Request health eduwcs

Subject Line |

Attachments |%Add Attachmeny mnstrustions to attach a me

Mezsage*

Figure 10: Add an Attachment

File Attachment

You may attach up to 4 files which must be in one of the following formats:
doc, docx, gif, jpe, pdf, png, rtf, tat, xls, xlsx.

The file size for a single attachment cannot exceed 3 MB and the total size

of the attachments cannot exceed & MB.

BrDWSE N m

Figure 11: File Attachment

Use the Browse button to select the file on your computer that you would like to attach.

3. Then select the Attach button (Figure 11).

To provide you with outstanding health care services, your VA health care team may decide to
save some of your Secure Messaging Attachments in your VA medical record. Doing this
allows them the ability to refer to the information later.

Back to Top



Secure Messaging User Guide

Step 4 - Open Messages from the Inbox

To open a message in your Inbox, select the name under the From column. The message
displays on the View Message page (Figure 12).

Tnba {2

Drafta[61]
Sent

Deteted (3]

Secure Messaging

SAMPLE

Note:

It can take up to three business days to receive a response from a member of your
sealih care beam o the adeenmtrstrog VA st alf membar you contacted. =% Crigsi Ling

Important: Plras eall pour VA healzh eare provider if you have e urgent health need,  HEO0-IT-B1S5 RESOH

S Preferences Dlser Guide

S22 Vielorons

My Folders
Addienal Foldes
Altemate felder 3
Ancthar Falder
wdl
duslatall

dwaltetl

Enter text bo search folder...

|

Inbox

Select: Al | None | Read | Lneead

Advanged Senrch

IMME Selected Messages to .. jJ “ !

View Message

Fram & Sebjet & |$~bjt-:u.h- &
T et | goenimen | Apgnamged ing,

Figure 12: View Message
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Step 5 - Print a Message

You can print messages. 1) Select the name under the From column of the message you want
to open. 2) On the View Message page, select the Print button. 3) Select the Print button
on the Print Message page. The print window opens in your browser. 4) Select the Print

button (Figure 13).

[ Tmiboun (0 0 Note:
FrEr, :;1I 1t can take up to thres business days to receive 8 respos
- health care
Sent
Diedeted %)
My Folders | Enner text to search folder...

Addaionsl Folder

Inbox

Altarmate older 2

Ancthar Folder
Select:  All | Mone | Bead | Un
el — —

duwlatadl

& member of your

2% Veterons
= ted =33 Crisss Lime
80 urpent health meed,  HEN-TE-RS5 mEwg

Advmnced Search

I |

View Message

dwsitnil

= Print Message

~ Thum o et 4debn Bl vt e & peprnr s sl i § ke Bt dhee

Figure 13: Print a Message
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Step 6 - Reply to Messages

After reading a message in your Inbox, you can reply by selecting the Reply button. On the
Reply to Message page, type your message in the Message box. Select the Reply button.
Your reply message move to you Sent folder (Figure 14).

Secure Messaging

Reply to Message

Fram  MHVTE, SULLY

Subject  Appointment: Appointment Inguiny-2

Artachments W Add Attachment instrections to attach a file

SAMPLE  SAMPLE SAMPLE SAMPLE]

“’m m
m Mewe Messape to — - “ “ “

Figure 14: Reply to Message

Message Management

Secure Messaging allows you to communicate with your participating VA Health Care Team and
other VA staff in a secure environment within the My HealtheVet portal. You can send and
receive messages from your VA Health Care Team, as well as manage and maintain your
messages within your Secure Messaging account.

Open your Inbox, Drafts, Sent, and Deleted folders for your Secure Messaging
account: Under the Compose a Message button, select the quick link for the desired folder.
Secure Messaging will open the folder you selected. * Notice the humber in parenthesis ()
next to the links illustrated above; this number tells you how many messages are currently in

this folder (Figure 15).

Back to Top
12



Secure Messaging User Guide

Compose a Message

| Inbox (59)

Drafts [19]

Sent

Delated [21]

My Folders
Knee Issues
SSCTEST
test
UAT 1 Rename

UAT 10

UAT Test 1

Figure 15: My Folder Links

Create your own folders: Under Manage Folders (Figure 16), enter a name for your folder
and select the Add button (Figure 17).

Compose a Message

I Inbox (59)

Drafts [19]

Sent

Deleted [21]

My Folders
Knee Issues
SSCTEST
test
UAT 1 Rename
UAT 10

UAT Test 1

M8 Manage Folders

Figure 16: Manage Folders

WPreferences @ User Guide
| tmbox @) Manage Folders

Drafts [61] Add New Folder

Sent

e ._ I

My Folders

Edit My Folders
Additional Folder

Folder Name

T
| Total Messages | Unresd Messages I want to...

Alternate falder 2 1 1
Anather Folder X Rename

View [ Move Messages
msdf

Delete
deketI6

Figure 17: Adding a New Folder

Back to Top
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Later, if you want to make changes to a folder you have created (for example

rename the folder), select the desired link under the I want to... column and then
make the desired changes (Figure 18).

Edit My Folders

Folder Name Total Messages Unread Messages | want to...
Cloud testing 15 5 Rename

View | Move Messages

Delete

Figure 18: Editing Folders

Rename a Folder: 1) Select the Rename link under the I want to... column.

2) In the Rename a Folder window, enter the new name of the folder. 3) Select

the Rename button. The new name of the folder will display as a quick link
(Figure 19).

secremesagng

| sen
]

Manage Felders

Bt Rerw Faider
ot ,
wytetaer
Lt by Feltars
e

— B0
—tz

. B Ll '
-

s

Figure 19: Renaming a Folder
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Move a Message: 1) Under Manage Folders, select the View/Move Message link (Figure
20). 2) Select the check box for all messages you desire to move. 3) Move the selected
messages to a folder by selecting the drop-down arrow under Move Selected Messages to...
4) Select from the list where you want to move the message (Deleted or one of your other
personal folders under My Folders) and then select the Move button (Figure 21).

Manage Folders

Add New Folder

‘“

Edit My Folders

Folder Name Total Messages Unread Messages Iwant to...

Knee Issues 18 1 Rename

View [ Move Messages

Delete

Figure 20: View/Move Messages

Figure 21: Move Selected Messages to...

Note: Secure Messages stay in all your folders (including the Deleted folder)
until they are permanently deleted by you. The most recent Secure Messages
displays at the top of the Inbox. You may choose to move older messages to
Personal folders. You can also change the default date range of Secure Messages
to display via the Message Display Setting on your Preference page.

VA Patients cannot reply to messages older than 120 days.

Back to Top
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Search for messages: You can search for a particular message. 1) Enter text in the search
box. 2) Click on the Search button. The Reset button clears the text in the search box. The
Cancel button cancels the search (Figure 22).

(Fre e Secure Messaging
L Preferences @ User Guide
Inbox (0} o Mote:
Drafts [61] It can take up to three buslntl:slsday? to receive a response from a member of your 222 Veterans
health care team or the administrative VA staff member you contacted. == CrisisLine
Sent
" Important: Please call your VA health care provider if you have an urgent heslth need,  800-1T3-8255 wessQ
Deleted [9)
My Folders Enter text to search folder.. | m m m
Additional Folder Inbox Advanced Search
Alternate folder 2

Figure 22: Search for Messages

An advanced search is available. Select the Advanced Search link and enter the
criteria on the next page Figure 23().

[ — Secure Messaging

SFreferences @ User Guide

| Inbo (0} € hoe:

Deaits {61]

138 Vererans
n *44 Crisis Line

Sent

Dieletend 15]

Wy Folders
Addtonal Feider

Ateesata loider 2

Imgortant;

calthneed,  HEOO-TR-ESEmen)

Pl I Bl “

inbox

nced Search

User Preferences

uuuuuu u

subject

Date angr | mm/dd iy 5 memrde ey

Back to Regular Search

Figure 23: Advanced Search

My HealtheVet Secure Messaging allows you to set various preferences within your account.

To access the Preferences section, select the Preferences link. On the Preferences page,
select your preferences for 1) New Secure Message Notifications sent to your personal
email, 2) Signature Settings for a signature block, 3) Message Display Settings to set a
time period of messages to display in the inbox, and 4) My Secure Messaging Contact List to
select which Triage Groups display on your Compose Message To dropdown list. When you are
finished selecting your preferences, select the Save button (Figure 24).

Back to Top
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Preferences

Socurs Messaging Sottings

L e L
e T e B o A o
Fastishs atimni

Venail Asfriress
r
Vrmpaeniy | Select Fraqusncy ~]|

Fdgrat e Selbiogs.
I
Sagnaties Hames |

Signatura Thie |

Bttt Eonil e A ratuii

Moo Disgplay [ Diigplay Mamaagas frem past 12 manths -
Sattings |

1

iy Secure Messaging Tringe Growup Hama Dimpday on " To™ List of Contacts |

ot List {

) ves ) Ha |

) ves ) Mo |

1

) ves @ Mo |

@ ves () Mo |

) von ) Ha |

@ ves ) Mo |

Figure 24: Preferences

Additional Information on Secure Messaging

* * * Remember: Secure Messaging should be only used for non-urgent, non-critical
communication.

If you need help while using Secure Messaging, select the User Guide (Secure
Messaging>Compose a Message>User Guide) link located at the top left of the screen to review
this guide (Figure 25).

[T — Secure Messaging
——
| Inbeex (0 o Note:

14 1 ot ¢ busins " e fr g raf
Drafs [62] It can take up to thres busi r\-': dar oot 3 response from a member of your 222 Viberans

Psealth care team or the admin A staff member you contacted. = Crisis Line
Sent

Important: Please call your VA bealth care provider if wou have an urgent health need! T-800-IT5-8255 s
Deleted (9]

My Felders Eater et to search folder.. m m m

Bt Fold
e Bdvanced Search

o Inbox
E .
et salect: A | Hone | Besd | Unresd Mowve Selected Messages to . el “
deeitell -

From 3 Subject 3 Selject Lime 5 Date =

Figure 25: User Guide Link
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Protecting Your Personal Information

The Department of Veterans Affairs takes safeguarding and protecting your information very
seriously. You should, too. You control access to your personal information. It is your
responsibility to keep your information private and protected. To help protect your privacy,
My HealtheVet provides some important points to remember. Visit Protecting Your Personal
Information to learn more.

Back to Top
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Secure Messaging User Guide

Where to Find Help

Frequently Asked Questions, Help and Contact MHV

1. Select FAQ to go to Frequently Asked Questions and get commonly asked questions
and answers about Secure Messaging.

2. Select Help & User Guides for general guidance on using My HealtheVet and User
Guides for My HealtheVet features (Figure 26).

About Policies Important Links Quick Links Subscribe to Receive My HealtheVet
Site Overview Privacy Policy VA Home Mobile Apps Updates

Site Map Web Policies White House TriCare .
Your email address

Help & User Guides FOIA USA_gov VA Dental Insurance
FAQ Accessibility Inspector General Find a VA Form _

Privacy & Security System Use Facility and Service

iti Locat
Terms and Conditions ocator

d s f @ L4
Zly healthevet

My HealtheVet Help Desk:

You can call Monday - Friday, 7:00 a.m. - 7:00 p.m. (Central Time)
1-877-327-0022

1-800-877-8339 (TTY)

My HealtheVet

Contact My HealtheVet
for any questions or concerns about this site.

Veteran's Crisis Line: 1-800-273-8255 (Press 1)

Figure 26: FAQ, Help and Contact information

3. Select Contact (Figure 27) to send a message to the My HealtheVet Help Desk or contact
them at (877) 327-0022 or for TTY dial 711.

y /_‘ L.t
VAl /// healthevet Q Search | About | Contact

Home ¥  Personal Information v Pharmacy ¥  GetCarev  TrackHealth ¥  ResearchHealth v MHV Community v

Figure 27: Contact Button
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